.-""

FAC
tg 5.ﬁ wows — \NIIMC

'l_"t

Reinventing Nigeria’'s Digital ldentity Ecosystem

by

Engr. Aliyu A. Aziz
Director General / CEO, NIMC

for

BPSR Moanthly Reform Seminar
Abuja, Nigeria

Thursday 31st January 2019



OUTLINE

th Bh W N

“~d

. The Nation - Nigeria

. World Economy at a Glance

. World Health at a Glance

. Sustainable Development Goals
. Foundations of Digital Identity

. Reinventing the ID Ecosystem

. About NIMC

. The Final OQutcome

—

¥y
Ninie



1. THE NATION - NIGERIA "H!m'

v" Mos! populous black nation

v" Population annual growth rate ~ 7m

v" High percentage of young labour force
¥ Technology enthusiasts /users



2. World Economy at a Glance

The $80 Trilllon World Economy In One Chart
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3. World Health at a Glance
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4. World SDGs at a Glance

&) deveLopmen GOUALS

SUSTAINABLE
OEVELOPMENT

GOALS

Promote peaceful and inclusive societies for sustainable development,
provide access to Justice for all and build effective, accountable and inclusive
institutions at all levels.



4.1 Sustainable Development Goal 16:9
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Nimie
Provide legal identity for all including birth
registration, by the year 2030.

From the above, it is very clear that Identification plays an
important role in enabling achievement under other SDG
targets;

Social protection (1.3) ;
Rights to economic resources, land and property (1.4);
Universal health coverage (3.8) ;

Equal rights to economic resources for women (5.a);
Safe and regular migration (10.7);

Better data for development (17.18).
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5. Digital Identification and Nigeria's Economic Recovery and Growth Plan\i//i¢

Investing in People Restoring Growth Global Competitive
Economy

* Social inclusfon ¥ Matroeconomic stability < Infrastructure development

¢ Jlob 'crestion « Economic divermification «  Buminess envirgnment

*  Hummn capitat «  Digital econaimy

Skilled Workforce

Digital Payments
Internet I

Unique ldentity
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5.1 Key Characteristics of ID Program Nime

Digital: Based on a NIN number
Unique: Based on biometrics
Minimalist: Maximum of 10 demographic fields

Foundational: Can be verified by service providers, anytime,
and anywhere for access to services

Linked to a digitized civil registration system
Technology and vendor neutral

Built with legal, technical, security safeguards to ensure
data protection & privacy

Rolled out using an ecosystem approach
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5.2 TARGET Nimie

* Children
* Adults
» Diaspora
* Foreign legal residents
» Refugees
* Internally displaced
persons (IDPs) and; e

in3-5

« Undocumented people i




6. Reinventing ID Ecosystem

Ecosystem Approach

= Federal Government-led initiative to collect
biometric data nationwide in one go;

» Coordinated effort to avoid duplicating data
collection at high cosl and time;

» Leverage existing ecosystemn of
Government agencies (including Federal,
State & LGAs) and Private sector,;

» NIMC facilitates cellecting identity data
(biometric & demographic dala;

» Partners collect data and are paid per
successful enrolment;

# NIMC stores data and uses to offer a
Unique ID.
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6.1 Reinventing ID Ecosystem Nune
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6.2 Roles & Responsibilities of Stakeholder Agencies -*'é{;i!}f

Table 2: Selected Functions of |D Distributed by Government Agencies
Services Offered NFopC NINIT CBN INET [ [ Others
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6.3 Benefits of the Ecosystem Approach Nt

a) Scale up Enrolment

b) Exilent Coverage nationwide

c) Reduce cost in data collection

d) Speed-up delivery

e) Provide Digital verification of |ID anytime and anywhere in

Nigeria

A well-developed digital identification program will help deliver the

FGN's development agenda, and provide for key government
services, such as safety nel, financial inclusion, security and
agriculture.



6.4 Benefits of the ID Program
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6.5 Progress on digital identification to date
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6.6 Governance Structure

Governance &
Coordination (i I::niu.'trm;m'rmn
i)

Foundatfonal
.l'-ﬂﬂnl'fﬂﬂ Hﬂ” FICE e r'IITI.T.I:lrIIIII

iEiL

Functional
Identification
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6.7 Options at a glance Ninie

I N e e o

Assumptions

Time for scaie up 3 years 3 years 3 years I years

Time after scala up 2 years 2 years 2 years 2 years

Demographic data collected per person 70+ figlds 211 fields 20 fialds 10 fields

Biometrics collected per person Photo  Phato Photo Photo
Fingerprints  Fingerprints  Fingerprints  Fingerprints

Iris ins iris

Enrolment Agproach One Agency Ecosystem Ecosystarm Ecosystem

Type of Credential offered: Digital 1D Digital 1D Digital I Digitad |D
Smartcard Smartcard Simple card

Digital verification of [Ds Apytime Anytime Anytime Anytime

Anywliara Anywhers Arywhizre Anywhere-



6.8 Costing at a glance
Cost jn USD (SMillions) Scanario ¥ 1 Semnariol 2
Enabling enviranment 7 7 7
Nationwide Enroment 1,005 533 253
Techrology & Systems 104 104 104
Credentials 1,035 1,035 104
Linkages with CRVS 18 18 18
Linkages with Functional 31 a1 £
ld=!
Operating Expanses 65 65 &5
Total 2,266 1,514 583

messernedridria S etidorsed by the Stakehaldelsand Harmonimtioh Committes

<33



6.9 Estimated Cost of Additional Investments N

Aranit of Focus for Bullding & Sustainable Digital infrastructure

Supporting usage of digital I0 by bullding linkages between NIN and additional key 5
Ensuring Cybersecurity of the Ecosystem 25
Strengthening the infrastructure for e-government and digital signature 100
Reinforcing the Civil Registration System [increéasing numbat of ragistration centres | 150
including in consuiates)

Linking Civll registration with National identification through provision of NIN at 50
birth

Total 200
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6.10 Activities/Next Steps Ninic

i. Complete legal review & social, cybersecurity
safeguards

li. Secure funding for the program

lii.Set up the organization & governance structure
to deliver

iv.Broker partnerships
v. Launch licensing process for the ecosystem

vi.Execute a public awareness campaign
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6.11 Economic Impact Ninte

Direct Job Creations
Licensee - Public or private individuals who haye the license 1o enrol on NIMC behalf
Enrolmant oporators:per system - [ndividizals 1o carry oul dota canlure within each centre
Finance & Admlin - Lcensss will hire managers and admin staff to oversee, Lipsrvise & kenp records

Munituingn&mnuﬂun JEnforcement - |ndividuals to oversee the activitles and compliance of partpers
across the eoosystem ’ ' '

Authenticatlon agents - persons to carry out verificanon and authentication of identities during and after
the enrolment drive

Customer service - indniduals to onswir guorioes, complaints and guestons from spplicants

Other Shared Services - Network suppart, Mobiie rechamie cperators, dotz bundle safles:;

sedee®Thesh Job s Will be ereated across thi nation | per centre, per state, per mone)
Indirect Job creations from multiplier effects

Security services - protection of lves and dgulpmeEnt

IT support services — system acquisition , service, malnlerance upgrade ete

th’nﬁ:rr supglies — :nnﬁnun-ﬁﬂ acrpsition of papess, toners, & other consumables

Capacity & Development — Trajness for enrolment assistance, M &E, Enforcement, |T support

Travel/logistics — LIANSPNT SErvices, vehicle leasing, velyicle muint&nan{:u Al repaire egperts efc

Consultancy services & Buslness Support Sarvices, - Eurﬁuluhu & busihoss dvplopmint warvice providers
ta NIMC and other enrolment pariners

Food & beverages - new canieens and resiaurants in and around enrolment centrest

Attendant rise in per capita income of employees



¥ N
6.12 Key Performance Indicators N

1. Rate of increase in number of records in the
National Identity Database (monthly, quarterly &

yearly);

2. Total number of persons with unique National
identification Number in the country;

3. Number of enrolment and registration set up
centres across the nation;

4. Number of jobs created per centre, per state, per
zone.



6.13 Approach to the Ecosystem Implementation ﬁr}c

Geographic /
Demographic
Bottom up Clusters/groups Locations
Grasaroois, LGAL, oifies, Scheats, chumhes, High activity areas, high

state cphiads minsques, markess, hoypials popuiation density, low
in{ymn

Partnerships

Decentralised
States, Gout agencies,
private firms Eﬂl’DlmEI’It
approach




6.14 India’s Aadhaar Ecosystem

Nine

Enrolment Ecosystem

1.25 Billion Residents

60,000 Enrolment
Operators

397 Enrolment agencies
102 Registrars

UIDAI = Implementing
agency of Government

Approach

Decentralized enrolment

Centralized Aadhaar Number
Genaration

1.5 million Aadhaar generated per
day

Scalable architecture
Standard software & processes
Certified Devices & Manpower
Data encryption using PKI

Traceability of all actors through
Audit Trail ensured



6.15 Success Story of India’s Aadhaar program "c{__,ff.'

Total Number of Aadhaar Numbers generated 1.08 hiflliori (84,8% of population)
Tatal Number of Aadhaar generated for adult (184) 9 5%

Number of Aadhaar |inked ta bank accounts 3895 million

Total Transactions on Aadhaar Payment Bridge (APB) 1.54 hillion

Total Amount of Transactions over APB | Rs.) INR 41577 billich

MMNREGA Job cards linked to Aadhaar 4.9 milllan

Food & Public Distribution Cards linked to Aadhaar 163 million

Authentication /verification Trapsactions since Inception 3.51 hillion

Total iumber of Aadhaar enabled payment system 273.3 million

=+ Culled from presentation of former MD of LIDAI ot the 2016 Roundiable meeting of ID stokeholders ot the
Villa Abuja.



6.16 India’s Aadhaar Success story Nane

Total Numbier of Authentication Transactions since 3.51 million
Total Number of eKYC Transactions since incestion 473 millian
Average Nuinber of AUthentication TransacHions per day FAtliich

Daily Caparity af the System 100 milfion
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7. TAKEAWAYS Nimc

. Having the Federal Executive Council’s Approved National
Roadmap on ldentity Development in Nigeria, Regulations
2017 and 1SO Certified & upgraded Backend in place, it's now
time to commence the implementation of the Mandatory
usage of the National ldentification Number (NIN).

. As a Federal Government Agenda, we are all enjoined to work
tuﬁether as ONE Government (though many agencies) to
achieve the ID objectives and bequeath a sustainable and
credible system of identity to our nation and generations to
come.

. Everyone and every sector(Public or Private) has a role to play
—dF’articipatEf Partner/ Compliant/ Champion/ Support/
Educate

. There is a strong relationship or correlation between
Identification and Reforms, both are central in realizing
effective delivery of important government services to the

people.



8. About NIMC

Slides specific to NIMC

1.

N Gy e N

About NIMC functions and mandates
Mandatory Use of the NIN

Summary of BVN Harmonization

Monthly enrolment and harmonization trend
Histogram of enrolment data

Map of LGA enrolments

£
Ninie
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THE NIMC MANDATE (1)

(Functions and Powers of the Commission)

The NIMC Act 2007 provides for the establishment of the National Identity
Management Commission. Section 5 of the Act listed the functions and powers of
the Commission as follows:

The Commission Shall:

a) create, manage, maintain and operate the National Identity Database (NIDB)
established under section 14 of this Act inciuding harmonization and integration
of existing identification databases in government agencies and integrating them
into the National identity database;

b) carry out the registration of citizens of Nigeria into the National Identity
Database;

c) carry out the registration of non-citizens of Nigeria who are lawfully resident in
Nigeria;

d) issue a General Multi-purpose Identity Card (GMPC) to any person registered
pursuant to paragraphs (b) and (c) of this section;
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E)

h)
i)
il

THE NIMC MANDATE (2)

(Functions and Powers of the Commission)

collate information obtained the Commission in pursuance of its functions under the Act and
reproducing such information as may be required, from time to time;

assign a unigue National |dentification Number [NIN) to EI'IT person registered pursuant to
amgmp ej and (¢} of this section and the National ldentification Number shall be
rl-r.urp-nrat ntn or made compatible with other existing identity related databases or
registers in respect of which information or data relating to the registered person has been
r&gish!red dn:umnted or stored,

ensure the preservation, protection, sanctity and security (including :yhers&:urlwhnf an
information or data :nll'emd obtained, maintained or stored in respect of the Nationa
Identity Database;

establish and maintain secured communication links with any existing relevant identity
related database or agency,;

maintain secured communication links with end users in any public or private organisation,
agency or body including Card Acceptance Devices, Government Service Centres;

collaborate with relevant bodies and HESH'!I:[ES in setting of standards and technical
specifications for telecommunications links between organisations and for the devices

utilized for such communications established or maintained pursuant to paragraphs {]) and
{k} of this section:
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THE NIMC MANDATE (3)

(Functions and Powers of the Commission)

k) respond to verification enquiries regarding the identification of
individuals:

) perform such other duties which, in the opinion of the Commission, are
necessary or expedient for the discharge of its functions under this Act;

m) enter into any form of agreement with any private or public sector based

agency or organization for the development or establishment of the
Identity Management Solution or for the realization of any of its

functions;
n) research and monitor developments in the identity management sector;
o) carry out the registration of births and deaths in Nigeria; and

p) collaborate with relevant bodies and agencies in the setting of standards
and technical specifications for ICT links between organizations and for
the devices utilized for such communications established or maintained
pursuant to paragraphs (i) and (j) of this section,
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MANDATORY USE OF THE NATIONAL IDENTIFICATION
NUMBER (NIN) (1)

SECTION 27 - (1); As from the date specified in that regard in
regulation made by the Commission, the NATIONAL IDENTITY
NUMBER issued to a registered individual must be presented for

the following transactions, that is:

a) application for, and issuance of a passport
b) opening of individual and or personal bank accounts

¢) purchase of insurance policies

d) subject to the provisions of the Land Use Act, the purchase,

transfer and registration of land by any individual or any
transaction connected therewith
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MANDATORY USE OF THE NATIONAL
IDENTIFICATION NUMBER (NIN) (2)

e) such transactions pertaining to individuals as may be prescribed and
regulated by the Pension Reform Act, 2004

f) such transactions specified under the Contributory Health
Insurance Scheme

g) such transactions that have social security implications

h) all consumer credit transactions

i) Registration of voters

i} Payment of taxes
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MANDATORY USE OF THE NATIONAL
IDENTIFICATION NUMBER (NIN) (3)

k) such relevant government services; and

I} all other transactions which the Commission may so
prescribe and list in the Federal Government Gazette

SECTION 27 — (2)

Any authority or organization to which a person applies to
carry out any transaction listed under sub section (1) of this

section shall request such person to produce his
Multipurpose ldentity Card or National
Identification Number.



DENDROGRAM OF HARMONIZED DATA AS AT 10™ JUNE 2018

BV DATA BECEVED
14, 05% 440
. (100%)
FROCESSED Bdridh ' HE'-_HI-"'IHIEW NO
12 834187
frppein LBIE03Y 8772

I \ (7.3%)

11,110,999

INVALIO WIMS m.mnﬂfu
1058 ADJUDICATION
(CRES 10,036
(30.6%)

6,502,833

‘ 79% OF BVYN RECEIVED

1,028,039 93,580,127
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Local Government Enrollment at a Glance :*ffi_!}r




B. Qutcome: Provision of Basic Services Required for a Reasonable Standard of Living .'"{._.W

Insurance to cover Income
\nes basad 0n 2%
premiUm=i0=covarane rato

Daiy consurmption of 2100 ceoies
for an adull urbar mabe (2400 for
Ut mala)’

Social
securlty

Accees 1o primary educaton
and sscondary sducation
[or wocationd reining)

Access 1o clean cooking Tuel,

bl eiricdly for lighting, petrolagm far
transportstion (in amounts to meet
mimknum consrmpbon levals )

Basic sorvices

ACCEsE 10 primary Care,
ltrmeted snoandsary cam,
gnd madieston, Inauding
HIVIAIDS raatment

A thras Badioam folies
af sald Danaruction

Impraved sanitaton fadites tha 60 (rural) or 120 {urban) llires par
iy ol et weith ol e families

cipita par day of piped walor supphe-
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Thank You for Listening

*346#

USSD code to retrieve your NIN

aliyu.aziz@nimc.gov.ng




